Al in Internal Audit’s Performance Appraisal:
From Decoration to Transformation

A diagnostic review of operational misuse and a
blueprint for rebuilding the audit lifecycle




Al is failing its appraisal not due to technological
limits, but operational misuse.

Hired for Transformation Masking Broken Processes A Fundamental Rebuild
Internal Audit is deploying Al to make old,
Al was brought in as a transformation slow practices look artificially modern, The audit lifecycle must be entirely
engine but is currently delivering mere seeking the credibility of innovation reconstructed, moving Al from the
decoration. without the discomfort of change. edges of the process to the core.
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The primary finding: Internal Audit presents Al as strategic
while quietly deploying it strictly for tactical tasks.

Strategic Claims: P Y YT Tactical Reality:
Put in slides, W (C = ' Used to summarise
discussed at -~ meetings, polish

leadership offsites, . wording, and create
mentioned in Audit slightly better-

Committee papers. looking audit reports.

—— | &

........

& NotebookLM



Al is currently being used as a superficial layer to
make outdated, slow audit practices look modern.

The Unchanged Operating Model

A - The same annual plan

A - The same slow fieldwork

m - The same sampled testing

A - The same retrospective reporting

A - The same action tracking spreadsheet

Shiny new language applied
to broken, legacy systems.
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The Capability Gap: Internal Audit is managing a
transformation engine like a glorified virtual assistant.
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Cross-Silo Pattern
Detectlun

Siloed Reviews

Identlfylng Weak
Signals

Dynamic Interrogation I

Finding Past Errors

Corporate Thesaurus
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The core issue is cultural: Internal Audit wants the
credibility of innovation without the discomfort of change.
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-~ The Reality: Avoiding
the hard, disruptive work
of actively redesigning
the operating model.
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The Facade:
Claiming deep Al
integration to
stakeholders to
appear cutting-edge.
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Legitimate Al risks must be governed, not used as
a blanket excuse to avoid transformation.
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Stated Concerns 1 f The IA Response W f The Al Imperative W

Hallucination, Data Leakage, | "Careful” language masking ‘
Weak Explainability, fear, resulting in
Over-reliance operational paralysis

Govern the risks, but do not ‘

stop redesigning the model.
(Reminder: Humans have
these flaws too!)
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Fears of Loss of Control,
Unintended Consequences,

& System Vulnerabilities.
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The crucial pivot: Stop asking if Al is ready for Internal
Audit, and ask if Internal Audit is ready for Al.
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Proper Use Phase 1: Moving Al from the edges
to the core of risk sensing and planning
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1 @EEEELE . Planning & Scoping .l Control Mapping

Continuous scanning of incidents, Replacing the rigid “annual plan” with Automatically comparing compliance
complaints, breaches, policies, contracts, dynamic, data-driven scoping. obligations directly to control data.
risk registers, and board papers.

&1 NotebookLM



Proper Use Phase 2: Deploying Al for full-population
evidence interrogation and exception analysis

Evidence Interrogation Exception Analysis .

Moving past “sampled testing” to Detecting complex patterns across silos and
analyzing entire datasets instantly. identifying weak signals long before they
manifest as formal audit findings.
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Proper Use Phase 3: Automating
action follow-up and elevating
Audit Committee reporting

Action Follow-up

Retiring the manual ‘action tracking spreadsheet’ in favor of continuous,
automated monitoring.

Reporting

Delivering real-time, strategic insights rather than retrospective, static
documents. (And definitely not just summarizing meeting minutes).




To unleash Al’s capability, Internal Audit must surround
it with rigorous governance and accountability.

Rebuilt Process { | Real Work s |

Moving beyond attaching Al Assigning meaningful tasks, Enforcing human-in-the-loop
to the edges of broken entirely eliminating oversight to actively manage
systems. “thesaurus” duties. hallucination and data leakage.
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Final Appraisal: Internal Audit must commit to managing
Al as a transformation engine, not a glorified assistant.
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